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post-processing step. The requirement
of a post-processing step means that the
device itself lacks randomness.[9] Jiang
et al. introduced a TRNG that passed all
the NIST tests for the first time as a memristive-switching TRNG.[10] The stochastic
delay time, attributed to the ionic process
of Ag particles detaching from an Ag reservoir, was utilized as a random source.
This was also the first volatile-memristorbased TRNG, and it is superior to the nonvolatile-memristor-based TRNG, in that it
does not need a RESET process. Another
volatile-memristor-based TRNG was previously reported with a Pt/HfO2/TiN structure.[11] Here, the TRNG was realized with two random sources:
delay and relaxation times. The newly developed circuit was
simple, small, and immune to memristor breakdown. However, all prior volatile-memristor-based TRNGs provide low bit
generation rate, which is only suitable for low-speed encryption
applications, such as car keys, identification cards, and secure
session link keys.[12,13] For such TRNGs to be used more widely,
the bit generation rate must be improved. A linear feedback
shift register (LFSR) is a simple way to increase the bit generation rate with minimal power consumption.[10,14] This is a shift
register that uses either an XOR or an XNOR gate as a linear
function, so its input bit becomes a linear function of its previous state. However, it is PRNG that is not truly random. The
outputs of the LFSR depend heavily on the chosen algorithm;
the number of D flip-flops, or what we can term the order of
the LFSR. Its inherent linearity makes it vulnerable to cryptographic attacks. Also, in the case of all “0” states when an XOR
gate is used, all the D flip-flops will remain “locked-up,” and
the output will always be “0.” The same situation goes for an
XNOR gate, as all “1” states will cause the output to be “1.” On
the other hand, the nonlinear feedback shift register (NFSR)
has been proposed as an alternative to the LFSR. It is slightly
different from the LFSR, in that its input bit is now a nonlinear
function of its previous state, becoming more resistant to cryptographic attacks.[15,16] There have been several NFSR designs
to solve the linearity problem of the LFSR, and these can be
classified into three kinds: i) a nonlinear combination of output
bits from the LFSR, ii) a nonlinear combination of several
LFSRs, and iii) irregular clocking in the LFSR.[17–19] Figure S1
in the Supporting Information shows the three types. Figure
S1a in the Supporting Information contains n bits (from right

A true random-number generator (TRNG) and a nonlinear feedback shift
register (NFSR) are combined to create a new type of TRNG. This TRNG
is based on the intrinsic stochasticity of threshold switching behavior in a
Pt/HfO2/TiN memristor and an NFSR circuit. Considering the transition rate
of the hopping process, the stochasticity of the delay time can be attributed
to the phonon-assisted hopping process. This novel TRNG passes all 15
National Institute of Standards and Technology randomness tests without
post-processing steps, proving its performance as a hardware security
application. By combining the TRNG with the NFSR, the bit generation rate is
further improved, allowing it to be used for high-speed applications.

The memristor has received significant attention for a wide
variety of applications, due to its high density, low power consumption, and high switching speed.[1–3] However, achieving
switching uniformity remains an issue that must be realized
for actual commercialization. The nonuniformity comes from
stochastic and complicated physical phenomena during the
switching process, and it is hard to overcome. However, in
recent years, this randomness is being used for security applications, such as the true random number generator (TRNG)
and physically unclonable function.[4–8] The TRNG is hardware security that generates random bits from its intrinsically stochastic physical process. As the global market for the
Internet of Things (IoT) is growing by huge amounts, security
and data privacy have become more necessary. Since the pseudorandom number generator (PRNG), a software component
that relies on a pre-determined and predictable algorithm, is
susceptible to cryptographic attacks, researchers have focused
on the memristor-based TRNG. The most important step in
implementing TRNG is to pass the National Institute of Standards and Technology (NIST) randomness tests without any
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to left) and state feedback, which comes from every bit, and
goes into (n − 1) bit. With the clock signal, the new input of
(n − 1) bit is calculated by the nonlinear function of previous
states of output bits. This measure is strongly dependent on the
nonlinear function. The second way to strengthen the linear
complexity is to combine several LFSRs by feeding their outputs into a nonlinear function. Figure S1b in the Supporting
Information shows the Geffe generator that consists of three
LFSRs and a two-to-one multiplexer, whose output is presented
as b (t ) = a1 (t )a3 (t ) ⊕ a1 (t )a2 (t ). Besides the nonlinear feedback
transformation, another solution is to use the irregular clocking
in the LFSR. Figure S1c in the Supporting Information shows
that the Massey–Rueppel’s generator enhances the complexity of
feedback by setting the LFSRs at two different clocks. This multispeed system leads to the output of c (t ) = ∑ i = 0 a(t + i)b(dt + i).
l −1

Here, d is a secret variable, which decides the clock of LFSR-2 (d
times the clock of LFSR-1). Figure S1d in the Supporting Information shows that in the Beth-Piper stop-and-go generator, the
clock of the LFSR-2 is subject to the output of LFSR-1 through
an AND gate. The LFSR-2 state can change at time t only when
a1 (t − 1) = 1. This situation leads to different clock frequencies
for these two LFSRs, increasing the linear complexity.
In this work, the volatile-memristor-based TRNG and the
NFSR were combined. The random seed produced from
a Pt/HfO2/TiN (PHT) memristor and the extra XNOR gate
allowed the circuit to become unpredictable, solving the linearity problem. The XNOR gate also prevented the locked-up

state. The PHT memristor is an electronic-switching-based
device, which is known to have high switching speed, low
power consumption, and high reliability.[3,20–23] Moreover,
the stochasticity of the PHT memristor was analyzed for
deeper understanding of its electron trapping/detrapping
mechanism. The use of the NFSR further improved the bit
generation rate. This novel TRNG overcame all the drawbacks that existed in the previous memristor-based TRNG
and LFSR designs, such as bit generation rate, linearity, and
locked-up state.
Figure 1 shows the threshold switching (TS) behavior of the
PHT memristor. An 8 µm × 8 µm electrode area of the PHT
memristor was fabricated in a crosspoint structure, as shown
in the scanning electron microscopy (SEM) image (Figure 1a).
The transmission electron microscopy (TEM) and the Auger
electron spectroscopy (AES) images shown in Figure S2 in
the Supporting Information confirm the structure of the PHT
memristor. This device has an electron trapping/detrapping
mechanism that can be understood by the shallow trap level
with trap energy of ≈0.7 eV in the HfO2 layer and an internal
electric field caused by the work function mismatch between
Pt and TiN electrodes.[24] Figure 1b shows that the TS behavior
can be explained with band diagrams. Initially, the device is in
OFF state (TS-off state), where the trap site is empty. A positive bias is applied to the Pt top electrode (TE) to pull the trap
level down to a level below the Fermi level of the TiN bottom
electrode (BE), so that the trap site can be filled with electrons
injected from the TiN BE. Then, the device switches to an ON

Figure 1. Pt/HfO2/TiN (PHT) Memristor. a) SEM image of the 8 µm × 8 µm crosspoint structure. The inset shows a schematic of the PHT memristor.
b) Schematic band diagram of the threshold switching behavior. c) I–V curves of the PHT memristor. d) Pulse switching behavior of the PHT memristor.
The inset shows the circuit configuration of the pulse measurement system.
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state (TS-on state) due to the trap-assisted tunneling conduction. Depending on the level of the compliance current (Icc),
which controls the number of trapped electrons, the device can
possess either TS behavior (at low Icc) or resistance switching
(RS) behavior (at high Icc). The RS behavior is the conventional
nonvolatile-memristor behavior that requires SET and RESET
processes to switch the device into the low resistance state
and high resistance state, respectively. At low Icc, the traps are
partially filled near the Pt TE, where the Fermi level is relatively low. When the voltage is removed, the trapped electrons
near the Pt TE can be detrapped easily. On the other hand, all
the traps in the HfO2 layer would be filled with electrons at
high Icc. During the detrapping process, the trapped electrons
near the TiN bottom electrode require much more time to be
detrapped. In this case, a negative voltage is required for the
complete electron detrapping. This can be regarded as the
RESET process. The current–voltage (I–V) curves in Figure 1c
show that the memristor is electroforming-free and has TS
behavior at Icc of 0.5 nA, with seven consecutive sweeps being
overlapped. In the pulse measurement (Figure 1d), the memristor after a certain delay time reached the TS-on state, and
when the voltage was removed, relaxed back to the TS-off state.
A relaxation time was also observed when the hold voltage
of 600 mV was given. The inset of Figure 1d shows the circuit configuration of the pulse measurement. An input pulse
was applied from a pulse generator (PG), and an oscilloscope
(OSC) was used to monitor two channels: the input voltage
(Vin) through Channel 1 (VCh1), and the output voltage (Vout)
through Channel 2 (VCh2).

Figure 2 demonstrates the new concept of the TRNG.
Figure 2a shows the circuit diagram with a memristor, and
an NFSR consisting of one XNOR gate (Texas Instruments,
SN74LS266), one XOR gate (Renesas, HD74HC86) and four
D flip-flops (ON Semiconductor, MC14015B), which are used
as shift registers. In the previous TRNG research, a counter,
which produces final output bits, was made of T flip-flops.[10,11]
In this experiment, D flip-flops are used instead. They are superior to T flip-flops in terms of the bit generation rate. Figure S3
in the Supporting Information shows that the D flip-flop produces more bits than the T flip-flop in the same period with
the same clock frequency. The reason for the bit generation rate
difference lies in their operational principles. The T flip-flop
generates the output bits through bit flipping, and its shortest
bit flipping frequency is half of the clock frequency. The output
bit is finalized at the trailing edge of the input signal. On the
other hand, the output bit of the D flip-flop is produced at every
leading edge of the clock signal, and the input signal level at that
point becomes the final output bit. Since the clock frequency is
shorter than the input frequency, the clock-dependent D flipflop operates faster than the T flip-flop. Figure 2b shows the
proof of concept with pulse sequences at each state of the circuit as labeled in Figure 2a. When a pulse voltage (V1) is applied
to a memristor, M (panel 1), the output voltage (V2) increases
after a certain delay time (panel 2). This peak goes to an XNOR
gate with V3 from the feedback (panel 3), and the output voltage
(V4 of panel 4) is sent to a shift register (SR) (panel 5). The initial state of the NFSR is termed a seed, and the SR position
that is connected to the XOR gate is termed a tap. The seed is

Figure 2. New concept of the TRNG with NFSR. a) Circuit diagram of the new concept consisting of a memristor, an XNOR gate, an XOR gate and
four D flip-flops. b) Schematic of the pulse sequences at each step as labeled in (a). No coordinate axes are given since it is the proof of concept.

Adv. Electron. Mater. 2020, 1901117

1901117 (3 of 7)

© 2020 WILEY-VCH Verlag GmbH & Co. KGaA, Weinheim

www.advancedsciencenews.com

www.advelectronicmat.de

truly random as it is based on the memristor’s stochastic delay
and relaxation times, producing random width of V2. The XOR
gate from the tap bits gives feedback (V3), becoming the input
of the next XNOR operation. With the implementation of the
XNOR gate, the feedback function is nonlinear. The nonlinear
feedback function solves the linear connection problem existing
in the LFSR, meeting the demand of unpredictability for secure
applications. In addition, Figure S4 in the Supporting Information compares the working principles of LFSR and NFSR.
For the pure cycling shift register connection (panel i in Figure
S4a, Supporting Information), the output of each shift register
is passed to the next one every clock cycle. For example, with
a seed value fed in D4, the output of this pure cycling connection will be the repetition of this cycle: (0001) → (0010) →
(0100) → (1000) → (0001). The LFSR structure of panel ii in
Figure S4a (Supporting Information) has a feedback connection, f, formed by the tap. Figure S4b (Supporting Information)
shows that with a seed value fed into D4, the output will be the
repetition of this turn: (0001) → (0010) → (0100) → (1001) →
(0011) → (0110) → (1101) → (1010) → (0101) → (1011) → (0111)
→ (1111) → (1110) → (1100) → (1000) → (0001). The XOR operation from D1 and D2 results in the feedback value in the fifth
row of the table in Figure S4b (Supporting Information), and in
the following clock signal, the feedback value goes into D4. The
problem of the LFSR is that its simple linear feedback connection is predictable. For the proposed NFSR (panel iii in Figure
S4a, Supporting Information), the feedback function is formed
not only by the XOR gate, but also the NXOR gate and the logic
function from the memristor. The memristor changes the old
feedback value (fold) to a new feedback value (fnew), depending
on its response to the input pulse. For example, assume that
the memristor’s behavior under a certain pulse stimulus is “0”
(TS-off state), “0,” “0,” “1” (TS-on state), “1,” “1,” as shown in
the table of Figure S4c (Supporting Information). When the
memristor stays in the TS-off state, the new feedback value
becomes the opposite of the old feedback value. Otherwise,
the new feedback value does not change. This inverter-like
function comes from the memristor’s output and the XNOR
gate. The memristor’s stochastic behavior destroys the pure

dependence of the XOR gate, avoiding foreseeable pattern of
the output. The flow chart of Figure S4c (Supporting Information) shows the feedback generation. The input pulse is used to
switch the memristor to the TS-on state (“1”), and the output
of the memristor can be read as logic “0” or “1.” Depending on
the logic value from the memristor, the feedback function can
be either fold or fnew. Furthermore, the XNOR gate can prevent
the locked-up state. In the case of all “0” states when the XOR
gate is used as a feedback function, the output of D flip-flops
will always be “0.” With the additional XNOR gate, this lockedup state problem can be solved. To experimentally demonstrate
this new concept, a single cycle and two consecutive cycles of
the lowest-order bit were monitored, as shown in Figures 3a,b,
respectively. The input pulse was 10.0 V, and the pulse width
was 350 µs with 25 µs leading and trailing times. The random
output bits were monitored by an oscilloscope. To fully relax the
memristor, a rest time of 600 µs was given before the next input
pulse. The bit generation rate was 16 kb s−1, which is the highest
rate among the reported volatile-memristor-based TRNGs. The
bit generation rate can potentially reach 100 Mb s−1 with further
optimization, so encryption applications requiring high speed
would be possible.[10,12] Increasing the number of D flip-flops is
one way to improve the bit generation rate though there will be
size and complexity issues in the circuit. In addition to the circuit modification, the bit generation rate can also be increased
by device engineering. With the higher switching speed of the
memristor, the width of the input pulse can be reduced, and
therefore, more bits can be obtained.
The NIST randomness tests were carried out to evaluate
the performance of the TRNG. A total of 90 sequences of 106
bits were collected for the NIST tests. Tests were considered
“passed” if the P-value was higher than 0.0001 and the minimum pass rate was secured. The P-value is the probability of
the degree to which the experimental data supports the null
hypothesis when the null hypothesis is true. In this case, the
null hypothesis is that the output bits collected from the TRNG
are random. The significance level is the probability value that
the experimental data reject the null hypothesis. In order to
accept the null hypothesis, the P-value has to be greater than

Figure 3. Experimental demonstration of the TRNG with a) a single cycle and b) 2 consecutive cycles.
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Table 1. NIST randomness test results.
Test

P-value

Pass rate

Minimum pass rate

Pass/fail

1. Frequency Test

0.189397

88/90

86/90

Pass

2. Frequency Test within a Block

0.107371

90/90

86/90

Pass

3. Runs Test

0.911413

90/90

86/90

Pass

4. Test for the Longest Run of Ones in a Block

0.268170

87/90

86/90

Pass

5. Binary Matrix Rank Test

0.000259

87/90

86/90

Pass

6. Discrete Fourier Transform Test

0.407091

88/90

86/90

Pass

7. Non-overlapping Template Matching Test

0.076154

89/90

86/90

Pass

8. Overlapping Template Matching Test

0.002043

90/90

86/90

Pass

9. Maurer’s “Universal Statistical” Test

0.238042

86/90

86/90

Pass

10. Linear Complexity Test

0.139036

88/90

86/90

Pass

11. Serial Test

0.050485

89/90

86/90

Pass

0.100508

86/90

12. Approximate Entropy Test

0.602458

89/90

86/90

Pass

13. Cumulative Sums Test

0.019334

89/90

86/90

Pass

0.387648

89/90

14. Random Excursions Test

0.399443

88/90

86/90

Pass

15. Random Excursions Variant Test

0.042708

89/90

86/90

Pass

the significance level (0.0001 in this study). Table 1 shows that
all 15 NIST tests were passed without any post-processing step.
The biggest problem of the LFSR is the linear connection,
which results in easy cryptanalysis. In contrast, the memristor’s random seed and the NFSR’s nonlinearity pave the way
for random and unpredictable security applications. The input
voltage (10.0 V) was set according to the operating voltage specifications of the circuit components. Assuming that the circuit
components are not constrained by the operating voltage, a
lower input voltage is possible, as this leads to a wider distribution of the delay time (Figure 4b), also enabling low power consumption. Increasing the temperature at 10.0 V of input voltage
shows almost no difference in the delay time distribution, so
this also should not be a problem for TRNG operation. On the
other hand, the reliability issue of the device might arise. The
performance of the circuit without the memristor was further
investigated. In this case, the circuit itself could not pass the
NIST tests, as shown in Table S1 in the Supporting Information. The results prove that the memristor-based seed does play
a crucial role during the TRNG operation.
As previously reported, the stochasticities of the delay and
relaxation times are attributed to the electron trapping processes. Figure 4a illustrates all the possible electron trapping
processes. These include 1) Pc: tunneling from bottom electrode
(cathode) to traps, 2) PT1: Poole–Frenkel emission (emission
from trap to conduction band), 3) PT2: Hopping (tunneling from
trap to trap), and 4) Pa: tunneling from traps to top electrode
(anode). Among the possible electron trapping processes, PT2
is known as the main conduction process as it has the largest
 2R 
transition rate. The transition rate of PT2, ν = ν 0 exp  −  , is
 ξ 
Et 

much larger than that of PT1, ν = ν 0 exp  −  , where ν0 is
 kT 
1013 Hz, Et is the trap energy in the HfO2 layer (≈0.7 eV), R is
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the distance between the traps (≈0.3–0.6 nm), and ξ is the electron wavefunction localization length (≈0.3 nm).[25] Therefore,
only the hopping process is considered in this experiment
for the sake of simplicity. It should be noted that the process
with the higher transition rate governs the overall transition
rate because the PT1 and PT2 operate in parallel. Nasyrov and
Gritsenko developed a theory of the hopping process under
the assumption of a multi-phonon mechanism of trap ionization.[26] Here, the electron traps are represented as oscillators.
From this model, the transition rate of the phonon-assisted
hopping (PAH) process can be expressed as follows
ν=

π WT

*

m D

2

2kT (Wopt − WT )

 2D 2m *WT 
 Wopt − WT 
 eED 
exp  −

 exp  −
 exp  −

2kT 

2kT 



(1)

where D is the distance between the electron traps, Wopt is
the optical trap ionization energy, WT is the thermal trap
ionization energy, and E is the electric field. The first exponential refers to the thermal activation process of for the tunneling. The second exponential is the tunneling factor. The
last factor is the barrier lowering from the electric field. This
equation indicates that the hopping process is a thermally
stimulated process whose activation energy equals half the
difference between the optical and thermal ionization energies of the traps. Hence, Figure 4b shows that the variation in
the delay time when the temperature and voltage were varied.
While the delay time was slightly shortened and its distribution became narrower with higher temperature, increasing
the voltage decreased the delay time with less fluctuation.
Temperature-dependency was also diminished at higher voltages. These results can be explained by the PAH model. The
transition rate of PAH is temperature-dependent, so more
tunneling occurs at higher temperature. As more tunneling
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Figure 4. Stochastic delay time analysis. a) Band diagram of possible electron trapping processes. b) Distribution of delay time at different temperatures and voltages.

occurs, the delay time can decrease. Moreover, in the process of electron trapping, the instability of the trapping process due to a small trap energy level difference near the Pt
and TiN electrodes causes electron detrapping, leading to a
severe fluctuation in the delay time. This may be the reason
for the stochasticity of the delay time. Higher transition rate
at higher temperature means that the speed of the electron
trapping is more significant. Thus, the electron detrapping
is less influenced, reducing the delay time fluctuation (less
stochasticity). At higher voltage, the barrier lowering from
the electric field leads to more trapped electrons, decreasing
the delay time. The trap level will also move to a level much
lower than the Fermi level of TiN, so as the trapped electrons become more stable, the delay time distribution will
become narrower (less stochasticity). When the electric field
continues to increase, the electron will reach its saturation
velocity, and the decrease of the delay time will slow down at
high voltage region. Overall, the electron transport based on
the PAH model is suitable for describing the stochasticity of
the delay time.
In conclusion, a new type of TRNG combined with an NFSR
is proposed. The TRNG is based on the intrinsic stochasticity
in the electron trapping/detrapping mechanism of the PHT
memristor, and the NFSR allows higher bit generation rate for
high-speed encryption applications, without costing too much
power consumption. The circuit is simple, and the memristor’s
electronic switching mechanism has advantages in switching
speed, power consumption, and reliability. The output bits
generated by the TRNG passed all the NIST randomness tests
without post-processing step. Lastly, the analysis of delay time
confirms that its stochasticity is attributed to the PAH process.
With the increasing importance of hardware-based data encryption, this TRNG could be a breakthrough in security technology
for the IoT era.
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Experimental Section
For the fabrication of the crossbar geometry of the Pt/HfO2/TiN device,
50 nm thick TiN BE was deposited on a SiO2/Si substrate using a
sputtering system (Endura, Applied Materials), followed by a lift-off
process. Then, 10 nm thick HfO2 film was deposited by thermal atomic
layer deposition using Hf[N(CH3)(C2H5)4 and O3 as Hf precursor and
oxygen source, respectively, at a 280 °C substrate temperature. Finally,
50 nm thick Pt film was deposited using an e-beam evaporator (SRN200, SORONA), followed by the lift-off, making the 8 µm × 8 µm
crosspoint structure. The I–V characteristics were measured using a
semiconductor parameter analyzer (Hewlett-Packard, HP4145B). The
pulse was generated using an Agilent 81110A pulse generator. During the
measurements, the Pt TE was biased, and the TiN BE was grounded.
The estimated parasitic capacitance of the measurement setup was
≈100 pF. When the series resistance of the oscilloscope was set to 1 MΩ,
the circuit delay time was ≈0.1 ms. This value is much smaller than the
estimated relaxation time from the experiment.

Supporting Information
Supporting Information is available from the Wiley Online Library or
from the author.
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